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Secure Payments Task Force
Anti-Trust Compliance Statement

Participants in the Task Force are expected to ensure that their participation and
communications at Task Force meetings do not violate antitrust laws.

No activity or discussion at our meetings or other related functions may be
engaged in for the purpose of bringing about any understanding or agreement
among participants to (a) raise, stabilize, or set future prices; (b) regulate future
production among individual participants; (c) allocate markets or customers; (d)
encourage boycotts; (e) foster unfair trade practices; (f) assist improper
monopolization; or (g) in any way violate antitrust laws.

Anyquestions regarding the meaning or applicability of gstegement,as well as

any concerns regarding activities or discussions at Task Force meetings, should be
promptly brought to the attention of counsel for the Federal Reserve Bank of
Kansas City.
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Secure Payments Task Force
Meeting Agenda

Welcome and Introductions

Secure Payments Task Force Overview
— Structure

— Mission and Objectives

— Participation Expectations

Secure Payments Task Force Steering Committee

— Responsibilities

— Composition

— Selection Process

— Charter (Attachment)

Review High Level Timeline and Draft Task Force Work Plan

Next Steps and Action Items
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Welcome and Introductions

Susan Foley
Senior Associate
Director

Federal Reserve
Board of
Governors

Dave Sapenaro

First Vice President and Chief
Operating Officer

Federal Reserve Bank of St. Louis

Gordon Werkema

First Vice President and Chief
Operating Officer

Federal Reserve Bank of Chicago

Dan Gonzalez  Barb Pacheco Sean Rodriguez Connie Theien

Vice President Senior Vice Senior Vice Vice President

Payments Industry President President Payments Industry

Relations Federal Reserve Payments Industry  Relations

Federal Reserve Bank of Kansas City Relations Federal Reserve

Bank of Chicago Federal Reserve Bank of Chicago
Bank of Chicago
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Welcome and Introductions
Registrations From Key Stakeholder Segments

Total of 200+ Registrations

with:

A Experience—Many registrants
noting 20+ years of payments
experience

A Diversity—Registrants from
across the payments landscape

A Commitment—Many
registrants indicated a desire
and determination to help create
improvements in the U.S.
payment system

Technology Other, Govt End
Solution User, Regulator
Network Providers 14%

Operators / Rules 18%
& Standard Industry Tradd
5% Orgs
8%

Non-Bank
Providers_~
7%
Consume
Interest
2%
Business End Medium FI

User
2 Fraud Cybe Small FI B

Prevention 10%
6%

Large Fl
12%
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Secure Payments Task Force Overview

Structure

Community

Steering
Committee

Faster Payments Task Force

Collaborate to identify solutions that
are both fast and secure.

Payments Community
—Stays current by reviewing Task Force materials online

—Provides input on Task Force questions and work products
online

Task Force
—Elects Steering Committee to help guide work effort
—Provides input and/or develops Task Force work products

—Endorses recommendations and conclusions from work
efforts

Steering Committee

—Advises the Federal Reserve Task Force chair on meeting
agendas and assists in prioritizing work

—Recommends scope of Task Force work groups and
provides input on when full Task Force deliberation is
needed

Work Group(s)

—Formed as needed to complete research and analysis,
develop proposals or recommendations for Task Force
review and endorsement.

—Assist Faster Payments Task Force in developing security
requirements and evaluating effective security approaches.

6
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Secure Payments Task Force Overview
Mission

Provide a forum for stakeholders to advise the
Fed in its leader/catalyst and operator roles
on payment security matters, and identify and
promote actions that can be taken by payment
system participants collectively or by the
Federal Reserve System that advance the
following desired outcome

“U. S. Payment system security th
confidence that remains high, and protections and incident response that
keeps pace with the rapidly evol vi
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Secure Payments Task Force Overview
Objectives




Secure Payments Task Force
Participant Expectations

M Possess knowledge of the U.S. payment
system, financial services, and industry
developments, with particular expertise
around security/risk capabilities and

issues “Diverse a_nd (_:ommitte
membership will ensure
M Consider a broad public policy broad range of

perspective perspectives are

_ _ considered as we pursu
M Allocate time and resources to commit improvements to the U.S

to Task Force activities paymens y st e

Esther George, Executive Sponsor
President, Kansas City Fed
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Secure Payments Task Force Steering Committee
Responsibilities

A Members will be elected by their stakeholder segment as a representative for that segment and
are expected to represent their own views along with the views of their respective segment.
Additionally, they are asked to maintain a commitment to achieving payment system
improvements that are in the best interest of the U.S. payment system.

A Members may be called upon to gather intelligence from Task Force members or from segment
constituents outside of the Task Force when needed.

A Members may be asked to help resolve disagreements among Task Force members when
appropriate.

A Members are expected to comply with the terms of the Secure Payments Task Force Participation
Agreement.

A Members will be seated through an election process as outlined in the Secure Payment Task Force
Steering Committee Selection Guidelines document.

A Any elected Steering Committee member that is found, at the discretion of the chair, to not meet
the requirements outlined in the Participation Agreement, the Task Force charter or this document
will be removed from the Steering Committee.

10
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Secure Payments Task Force Steering Committee
Composition

The Steering Committee will consist of approximately 17 Secure Payments Task Force members
elected by participants associated with a particular stakeholder category as well as a Federal
Reserve Secure Payments Task Force chair.

Financial Institutions: 5 seats
Large Financial Institution (>$90 Billion): 2 seats
Medium Financial Institution ($1 - $90 Billion): 1 seat
Small Financial Institution (< $1 Billion): 2 seats

Non-Bank Providers: 5 seats
Non-Bank Service Provider
Technology Solution Provider/Processor
Network Operator
Fraud-Cyber Attack Prevention Solution Provider

End Users: 5 seats
Government (treasury operations, not regulator): 1 seat
Business: 2 seats
Consumer Interest Organization: 2 seats

Other Stakeholders: 2 seats
Eligible segments: Industry Trade Organization, Regulator, Payment Rules and Standards,
Other (i.e. Consultant and Academic)

w wn wn
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Seats

Total Steering Committee Seats: 17 elected seats plus chair and appointed members.
The Task Force chair may appoint additional members to address perceived gaps in

representation.
11
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Secure Payments Task Force Steering Committee

Selection Process

|.  The following outlines the procedures that will guide the Steering Committee
selection process for the Federal Reserve’s Secure Payments Task Force.

a.

Only Task Force participants that have completed the registration process and are meeting the responsibilities
and expectations laid out in the Task Force charter and Participant Agreement will be eligible to serve on the
Steering Committee.

Task Force members interested in participating on the Steering Committee of the Task Force must submit a
Steering Committee Candidate Profile, which includes candidate profile information and answers to questions
relating their experience. Candidates cannot pursue a Steering Committee seat for more than one stakeholder
segment.

All candidate profiles must be submitted online by June 12, 2015 at 8:00 p.m. ET.

Candidates will receive confirmation that their candidate profile has been received. Candidate profiles
submitted by Task Force participants will be shared with all Task Force members to facilitate voting.

Upon the opening of the voting period, an email ballot will be distributed to all Task Force participants who
have completed the registration process and signed the Participation Agreement. Only Task Force members
who have signed the Participation agreement will be allowed to vote. Task Force participants will have five
business days to cast their vote for their segment representative via the email link.

The electorate consists of all eligible Task Force participants on the date the election begins.
Task Force participants may cast their vote for their preferred candidate only from the
segment that was confirmed by the Federal Reserve through the registration process. For
example, a participant that is assigned to the Large Financial Institution segment may only
vote for candidates that are running for a Large Financial Institution segment seat.
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Secure Payments Task Force Steering Committee
Selection Process (cont'd.)

|.  The following outlines the procedures that will guide the Steering Committee
selection process for the Federal Reserve’s Secure Payments Task Force.

g. The voting period begins as soon as Task Force participants receive the e-mail ballot. Task Force members may only
vote once and must submit their ballots online by June 29, 2015 at 8:00 p.m. ET. Only the first ballot submitted by a
participant will be counted and all others will be invalid. If two or more seats are available for a particular segment,
Task Force participants in that segment will be allowed to vote for the corresponding number of candidates. Once the

voting period has ended, no further votes will be accepted. The results will be compiled by the Task Force chair. Voting
ties will be resolved by the Task Force chair at his/her discretion.

h. Within three business days, the candidates will be contacted by e-mail to notify them of the results. The final roster of

Steering Committee elected members will then be published on the Secure Payments Task Force page on
FedPaymentsimprovement.org.

I. If a Steering Committee seat is vacated, the chair will appoint the individual who was the runner up in the election

process, if appropriate, considering proximity to election and status of the runners up. If more appropriate, an election
will be held to fill the seat.
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Secure Payments Task Force Steering Committee
Selection Process (cont'd.)

Timeline

June 11 Participation Agreements Deadline

June 12 Candidate Profiles Due by 8:00 p.m. ET

June 22 E-mail Ballots Distributed to Task Force Participants
June 29 Voting Deadline for Steering Committee at 8:00 p.m. ET
July 2 Steering Committee Announced

July 15t In-Person Steering Committee Meeting

Aug 15t In-Person Task Force Meeting
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Secure Payments Task Force
Draft Work Plan

A The Task Force’s work will be organized around its three objectives

A Objective #1 work stream(s) will be focused on coordinating with the Faster
Payments Task Force and supporting their efforts to evaluate faster payment
approaches from the context of security

A Obijective #2 work stream(s) will be derived from areas of focus as expressed
by members of the Secure Payments Task Force as well as input from the
Steering Committee

A Obijective #3 work stream(s) will be organized around an ongoing advisory role
of the Secure Payments Task Force to the Federal Reserve based on inputs
from the Task Force and the broader Payments Community

A Input from the Secure Payments Task Force will guide the exact nature of the work
for each objective

A The Federal Reserve will provide leadership, support and guidance necessary to
enable the Task Force to achieve the objectives

15
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SPTF Calls
& Meetings

Secure Payments Task Force
Draft High-level Timeline

2015

2 QTR 3 QTR

* *x ok *

June 4 Aug Sept Nov
TF Call TF Meeting TF Call TF Meeting

2016

2 QTR 3 QTR

TBD TBD TBD TBD TBD

SPTF Steering
Committee Calls
& Meeting

4 4 4

July Aug Oct
SC Meeting SC Call SC Meeting

* * 4

Dec Jan TBD TBD TBD TBD
Call Meeting

Objective #1 —
Coordination with
FPTF

Jun 2015- Sept 2015
Endorsement of
Faster Payments

Effectiveness Criteria

April 2016- Jun 2016
Evaluation of security for faster payment
approaches

Objective #2 —
Areas of focus and
Priorities for Action

August 2015 — Feb 2016

Identifying areas of focus and
priorities for future action

Work Stream A — Area of Focus #1

Work Stream B — Area of Focus #2

Work Stream C — Area of Focus #3

Objective #3 —
Ongoing Payments
Security Advice

Ongoing Q3 2015 - Q4 2016 —

Providing Advice to the Fed and the Task Force

16
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Secure Payments Task Force
Next Steps and Action ltems

A Steering Committee Election Process
V Participation Agreements Deadline June 11
V Candidate Profiles due June 12 at 8:00 p.m. ET
V Voting Deadline June 29 at 8:00 p.m. ET
V Steering Committee Members Announced July 2

A Prepare for the August In-Person Meeting
V Complete pre-reading assignment
V High Level Draft Agenda for August Meeting:
A Work Plan Review/Discussion
A Coordination planning with Faster Payment Task Force
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Secure Payments Task Force

Pre-Reading for First In-Person Task Force Meeting

In an effort to leverage existing research on secure payments efforts and prepare for the first in-person meeting,
the Federal Reserve expects all Task Force participants to read the following studies.

Secure Payments Research

1.

© N o g M w D

Strateqgies for Improving the U.S. Payments System (Appendix 5. Payment Security Landscape
Study, pp. 32-36)
The 2013 Federal Reserve Payments Study (section 2.6, Third-Party Payments Fraud, pp. 32-37)

Mobile Payments Industry Workgroup Meeting Discussion on Tokenization Landscape in the U.S.

Controlling Security Risk and Fraud in Payment Systems

Understanding Risk Management in Emerging Retail Payments

Consumer Use of Fraud Alerts and Credit Freezes: An Empirical Analysis

Heartland Payment Systems: Lessons Learned from a Data Breach

The Efficiency and Integrity of Payment Card Systems: Industry Views on the Risks Posed by

Data Breaches

Update on the Cybersecurity Framework

Do you know of other research that would inform the
secure payments work efforts?

Send email to FedPaymentsimprovement@chi.frb.org. 18
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https://fedpaymentsimprovement.org/wp-content/uploads/strategies-improving-us-payment-system.pdf
https://fedpaymentsimprovement.org/wp-content/uploads/strategies-improving-us-payment-system.pdf
https://fedpaymentsimprovement.org/wp-content/uploads/strategies-improving-us-payment-system.pdf
https://fedpaymentsimprovement.org/wp-content/uploads/strategies-improving-us-payment-system.pdf
https://www.frbservices.org/files/communications/pdf/general/2013_fed_res_paymt_study_detailed_rpt.pdf
https://www.frbservices.org/files/communications/pdf/general/2013_fed_res_paymt_study_detailed_rpt.pdf
https://www.frbservices.org/files/communications/pdf/general/2013_fed_res_paymt_study_detailed_rpt.pdf
https://www.frbservices.org/files/communications/pdf/general/2013_fed_res_paymt_study_detailed_rpt.pdf
https://www.frbservices.org/files/communications/pdf/general/2013_fed_res_paymt_study_detailed_rpt.pdf
https://www.bostonfed.org/bankinfo/payment-strategies/publications/2014/summary-of-mpiw-meeting-june-2014.pdf
https://www.kansascityfed.org/publicat/econrev/pdf/14q3Sullivan.pdf
http://www.newyorkfed.org/research/epr/08v14n2/0809brau.html
https://www.philadelphiafed.org/consumer-credit-and-payments/payment-cards-center/publications/discussion-papers/2014/D-2014-IdentityTheft.pdf
http://www.phil.frb.org/consumer-credit-and-payments/payment-cards-center/publications/discussion-papers/2010/d-2010-january-heartland-payment-systems.pdf
https://www.philadelphiafed.org/consumer-credit-and-payments/payment-cards-center/publications/discussion-papers/2012/D-2012-Efficiency-and-Integrity-of-Payment-Card-Systems.pdf
https://www.philadelphiafed.org/consumer-credit-and-payments/payment-cards-center/publications/discussion-papers/2012/D-2012-Efficiency-and-Integrity-of-Payment-Card-Systems.pdf
http://www.nist.gov/cyberframework/upload/nist-cybersecurity-framework-update-120514.pdf
mailto:FedPaymentsImprovement@chi.frb.org

