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COLLABORATION IS KEY –  
THE IMPORTANCE OF  
INFORMATION SHARING

Identifying synthetic identity fraud is more challenging because there is no actual victim to report that fraud has 
occurred and therefore, organizations are solely responsible for this fraud identification. However, fraudsters often 
use some of the same data points to create multiple synthetic identities and use the same synthetic identity at 
more than one organization. Therefore, information sharing can be a powerful tool to detect and mitigate this  
type of fraud. Benefits of sharing information that has been linked to fraud include:

SSN

NAME
DOB

SSN

NAME
DOB

SSN

NAME
DOB

•  Improved detection  
of synthetic identities.

•  Stronger ability to mitigate 
synthetic identity fraud.

•  Early detection of  
emerging threats. 

•  Identification of fraud 
trends and behaviors.

•  Identification of additional  
synthetic identities that utilize 
the same personal information.
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Organizations may benefit from identifying anomalous customer behavior and reporting this information across 
their portfolios. That information can be utilized to identify additional fraudulent activity. For example, if an account 
established by a synthetic identity defaults on a line of credit, the organization may be able to prevent further fraud 
by identifying other banking products – such as a demand deposit account, credit cards, checking accounts and 
other loans – that also were established by the synthetic identity. When a synthetic identity “busts out” – defaulting 
on a credit obligation with no intention to repay – it often will default across multiple product lines. 

The ability for organizations to aggregate and anonymize data that helps detect synthetic identities also could  
help maximize the value of information sharing.  As we have seen, synthetic identity fraud is not unique to one 
organization. Collaboration is key in the fight against synthetic identity fraud.

CONCLUSION
Given the complex nature of synthetic identity fraud, it is difficult for a single organization to effectively fight 
synthetic identity fraud alone. The payments industry has an opportunity to help mitigate synthetic identity fraud 
through cooperation, collaboration and information sharing about known bad actors and new fraud insights.

The synthetic identity fraud mitigation toolkit was developed by the Federal Reserve to help educate the industry about synthetic identity fraud and outline potential 
ways to help detect and mitigate this fraud type. Insights for this toolkit were provided through interviews with industry experts, publicly available research, and team 
member expertise. This toolkit is not intended to result in any regulatory or reporting requirements, imply any liabilities for fraud loss, or confer any legal status, legal 
definitions, or legal rights or responsibilities. While use of this toolkit throughout the industry is encouraged, utilization of the toolkit is voluntary at the discretion of 
each individual entity. Absent written consent, this toolkit may not be used in a manner that suggests the Federal Reserve endorses a third-party product or service.




